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About ISGAN Discussion Papers

ISGAN discussion papers are meant as input documents to the global discussion about smart grids.
Each is a statement by the author(s) regarding a topic of international interest. They reflect works in
progress in the development of smart grids in the different regions of the world. Their aim is not to
communicate a final outcome or to advise decision-makers, but rather to lay the groundwork for further
research and analysis.

Disclaimer

This publication was prepared for International Smart Grid Action Network (ISGAN). ISGAN is organized
as the Implementing Agreement for a Co-operative Programme on Smart Grids ISGAN and operates un-
der a framework created by the International Energy Agency (IEA). The views, findings, and opinions
expressed herein do not necessarily state or reflect those of any of ISGAN’s participants, any of their
sponsoring governments or organizations, the IEA Secretariat, or any of its member countries. No war-
ranty is expressed or implied, no legal liability or responsibility is assumed for the accuracy, complete-
ness, or usefulness of any information, apparatus, product, or process disclosed, and no representation
is made that its use would not infringe privately owned rights. Reference herein to any specific com-
mercial product, process, or service by trade name, trademark, manufacturer, or otherwise does not
necessarily constitute or imply its endorsement, recommendation, or favoring.
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Executive Summary

Utilising untapped Distributed Energy Resources (DERs) potential from customers in the distribution
grid necessitates TSO-DSO-Customer coordination. The customers, who consume, store or generate
electricity, are gaining importance and have shown attractive potential for ancillary services to power sys-
tems. However, customers still face challenges in how to manage and market their flexibility in the energy
market and how they can become active customers. Aggregators can facilitate these flexibilities as an
intermediary by providing services to different power systems participants, such as Balancing Respon-
sible Partys (BRPs), Transmission System Operators (TSOs), Distribution System Operators (DSOs),
but also to other active customers or aggregators. There are existing aggregator services, but the
challenges arise on how to accommodate diverse solutions from aggregators to support TSO-DSO co-
ordination and enhance active customer participation. Moreover, the EU regulation has identified the
independent aggregator, who is not affiliated to the customer’s supplier. Based on that, the regulation
allows the customer to have multiple contracts with different market participants without foreclosing the
other [1]. However, the independent aggregator has not been fully implemented yet. Each EU member
state would need to implement its own national regulatory frameworks to support independent aggre-
gator implementation. This work investigated how aggregators can improve the TSO-DSO-Customer
coordination in a digitalised power system by analysing existing policies, their role, possible coordination
approaches, and addressing (non-) technical challenges.

This discussion paper identifies the definition and roles of an aggregator along with possible coordina-
tion approaches between aggregators, grid operators, active customers, and other market participants
using the Smart Grid Architecture Model (SGAM). Based on SGAM, it can be examined how coordi-
nation approaches can be realised based on different TSO-DSO coordination (e.g. decentralised or
shared markets) and DSO-Customer interactions. The role of the aggregator as an intermediary subject
to these coordination approaches and their required interfaces and data exchanges varies with foresee-
able technical and non-technical challenges.

Based on the analysed coordination approaches, this discussion paper identifies technical and non-
technical challenges for the implementation of aggregator services, which are as follows:

Challenge 1 Interoperability between aggregator and the grid operator coordination
Challenge 2 Interoperability between aggregator and active customer

Challenge 3  Degree of automation

Challenge 4 Implementation of the independent aggregator

Challenge 5 Energy communities and aggregator to aggregator communication
Challenge 6  Cybersecurity preparedness

Challenge 7  Societal factors for behaviour change and customer acceptance
Challenge 8 Data privacy and building trust

Challenge 9  Regulatory framework for increasing system value

Challenge 10 Enhancing knowledge building

From a high-level technical analysis, interoperability can enable freedom of choice for active customers
for switching between aggregators’ services as well as a seamless integration between aggregators’ so-
lutions with other market participants. Smart meter deployment must ensure secure and interoperable
data access for other market participants considering customer data privacy. Cybersecurity is essential
for providing services to the customer and ensuring their business services in the long term. In addition
to the technical challenges, societal aspects should be considered for designing business models and
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policy instruments for customer engagement toward consumer behaviour change such as demand re-
sponse with dynamic pricing. Ensuring trust is key for long-term engagement from active customers. A
need for skilled workforces demands education and training programs to update their curricula to sup-
port new business services towards the industry’s expectations in reality.

Aggregators have the capability to enhance energy community implementation by providing solutions
and expertise to manage their energy demand and supply while coordinating with other market par-
ticipants. The advancement of smart grid technology and policy framework can accelerate aggregator
implementation in the power system. Policymakers need to ensure that the regulatory framework sup-
ports fair competitiveness, transparency, and freedom of choice for customers toward system value as a
whole. Policy instruments supported are essential to accelerate aggregator implementation, especially
small entrants to lower market barriers and enhance customer engagement during an early stage of
deployment. However, the policy instruments should be monitored and modified for fair competition in
the energy market. Moreover, innovative approaches can be tested in demonstration and Research
and Development (R&D) projects with temporary regulatory changes and experiments (e.g. regulatory
sandboxes), which help to address the technical and non-technical challenges and support needed for
the real deployment.
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1 Introduction

1.1 Motivation and Problem Statement

Integrating DERSs into the power systems enables opportunities for aggregators to market the untapped
flexibility of customers in Low Voltage (LV) and Medium Voltage (MV) grids. In a digitalised power sys-
tem, Information and Communication Technology (ICT) are in place and therefore an aggregator can
integrate these flexibilities for offering established and emerging services to power system actors, such
as TSOs, DSOs, and BRPs. Accordingly, an aggregator behaves as an intermediary by managing
and coordinating the flexibility of the active customers for other market participants. However, this also
poses new challenges for monitoring, controlling, and coordinating these along with other market player’s
needs.

The provision of flexibility by active customers has to overcome technical barriers in order to realise
its full potential, which is necessary not only for aggregators and active customers but also for TSOs,
DSOs and their coordination. Low energy prices on energy markets provide incentives for the active
customer to shift their flexibilities but simultaneously could create congestions in the grid. Thus, possible
coordination approaches between aggregators and other market participants should be investigated, as
will be discussed in this work. Moreover, accessing the flexibility is not harmonised and lacks coordina-
tion with the grid operator. In some cases, DERs are bound to the proprietary software of the energy
product manufacturers (e.g. Battery Energy Storage System (BESS), Photovoltaic (PV) or Electric Ve-
hicle (EV)), which complicates the access for aggregators and grid operators. In these situations, the
customer’s freedom of choice could be limited. Interoperable solutions with standardized communication
protocols could enable plug-and-play solutions and also freedom of choice for the customers to access
competitive services. A regulatory framework with a clear definition of the aggregator role should be
established in each country to enhance competitiveness, transparency, and societal welfare.

Several studies have investigated the roles of aggregators, but there is still a research gap in coor-
dination approaches between aggregators, grid operators, customers, and other market participants.
This discussion paper aims to identify the roles and possible coordination of the aggregators associ-
ated with opportunities and key challenges in the digitalised power system. The key challenges from
this discussion paper can be further investigated in detail for policy instruments to support aggregator
implementations, encourage customer engagement, and increase system value.

1.2 Objective and Context of the Discussion Paper

This report is prepared within the framework of ISGAN working group 6 (https://www.iea-isgan.org/
our-work3/wg_6/). The work of working group 6 focuses on establishing a long-term vision for the
development of future sustainable power systems. The main objective of this paper is centred around
the question: “How can Aggregators Improve the TSO-DSO-Customer Coordination in Digitalised Power
Systems?”. Information and data are collected based on existing literature and a questionnaire. This
discussion paper, therefore, presents and discusses the different roles of aggregators and various co-
ordination approaches with other market participants. The main challenges are addressed to enhance
the need for interoperable coordination and encourage customer engagement in new energy services.
Figure 1 positions this work in the ISGAN context.
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ISGAN (https://www.iea-isgan.org)

The International Smart Grid Action Network (ISGAN) is a Co-operative program on Smart Grid operating as a Technology
Collaboration Programme (TCP) under the International Energy Agency (IEA) and as an initiative of the Clean Energy
Ministerial (CEM). ISGAN aims to improve the understanding of smart grid technologies, practices, and systems and to
promote adaption of related enabling government policies. ISGAN's vision is to accelerate progress on key aspects of smart
grid policy, technology, and related standards through voluntary participation by governments in specific projects and

programs.

ISGAN Working Group 6

The main objective of this working group is to establish a long term vision for the development of the future
sustainable power systems. This working group focuses on system-related challenges, with emphasis on the
technologies, market solutions, and policies which contribute to the development of system solutions.

ISGAN Working Group 6 Focus Transmission and Distribution System Interaction
The main focuses are to address a new role for TSO-DSO-Customer interaction and regulatory requirements.

Discussion Paper on
“How can Aggregators Improve the TSO-DSO-Customer Coordination in Digitalised Power Systems?”

Figure 1: Position of this paper in ISGAN context

The main objective of this discussion paper is to place the role of aggregator in TSO-DSO-Customer
coordination and identify key technical and non-technical challenges for aggregator implementation in
digitalised power systems. This paper is organized into six sections as follows:

Section 1

Section 2

Section 3

Section 4

Section 5

Section 6

introduces aggregators as enablers for service provision in the power system and related
research gaps.

outlines the background about the definition and regulatory framework of aggregator as well
as answers the question on how the transposition of the European Union (EU) directives are
currently implemented using the examples Germany, the Netherlands, Sweden, France, and
Spain.

presents the role of aggregators as intermediaries by explaining how they provide added
value for different market participant perspectives, namely TSO, DSO, BRP, and the cus-
tomer.

shows possible approaches on how aggregators and other market participants interact and
moreover can be coordinated.

addresses key technical and non-technical challenges for aggregator implementation.

summarises the main findings of this discussion paper and concludes how aggregators can
improve the TSO-DSO-Customer Coordination.
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2 Policy and Regulatory Framework

Aggregator services exist with several business models based on existing regulatory frameworks in each
country. The EU Directive 2019/944 defines "aggregation” (i.e. action) and “independent aggregator”
(i.e. actor) that enables new energy services and players in energy markets [2]. The EU members
are mandated to transpose the directive into national law within the deadline defined in the directive,
which is normally within two years [3]. A study from the Joint Research Center identifies that 22 out of
26 countries have laws related to aggregators in general, but yet still a low number of countries have
a national secondary legislation for definition, market rules, roles, and responsibilities of independent
aggregator [1].

This section gives an overview of the definitions for "aggregation" and "aggregator" from literature and
moreover describes the "independent aggregator”, which is defined in the EU Directive. In addition, the
development of EU Directive transposition from selected countries is also presented.

2.1 Policy and Definitions

There are several definitions for aggregators in the literature that aim for a similar interpretation, but the
definition of an aggregator depends on the regulation that defines its tasks and responsibilities. Ikaheimo
et al. define “an aggregator as a company who acts as an intermediary between electricity end-users
and DER owners and the power system participants who wish to serve these end-users or exploit the
services provided by these DERs” [4]. Later on, Burger et al. adopted the definition by Ikdheimo et
al. and defined aggregation as “[...] the act of grouping distinct agents in a power system (i.e. cus-
tomers, producers, prosumers, or any mix thereof) to act as a single entity when engaging in power
system markets (both wholesale and retail) or selling services to the system operator(s)” [5]. Burger et
al. recognise the presence of other definitions and argue that in practice these definitions are subject to
the regulations that expand or restrict the roles and activities of the aggregator.

Article 2 of the EU Directive 2019/944 defines aggregation as “aggregation means a function performed
by a natural or legal person who combines multiple customer loads or generated electricity for sale,
purchase or auction in any electricity market” and an independent aggregator is defined as “a market
participant engaged in aggregation who is not affiliated to the customer’s supplier” [2, 6]. Thus, this
definition from the EU Directive leads to the differentiation of aggregator, who can either be an inte-
grated aggregator who supplies energy or the independent aggregator who is not responsible as the
customer’s energy provider. The differentiation based on the roles is also common in literature [7, 8, 9].
In Section 4 these implementations will be presented by possible interactions and compositions between
aggregators and other market participants e.g. DSO, TSO, BRP, customer and with other aggregators
based on literature [10, 8, 11].

The definitions of aggregator according to the laws can help aggregators to design business models in
different markets [12]. Aggregators can benefit from multiple revenues by offering different services to
other energy system participants such as Business to Business (B2B) with BRP, TSO, DSO or Business
to Customer (B2C) with active customers [13]. The definition and roles of an aggregator should be clearly
defined by laws, in which aggregators, particularly new small entrants, are able to perform services.
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2.2 Transposition of Article 17 of EU Directive 2019/944

Decarbonisation of energy systems requires a proactive policy framework to enhance new energy ser-
vices and regulate fair competition and transparency. The European Commission (EC) announced the
Clean Energy Package to move away from fossil fuels towards clean energy which consists of four direc-
tives and four regulations [14]. The Electricity Directive 2019/944 officially encourages the customers to
participate in energy transition as well as utilize their flexibility for the economy of scale i.e. participating
in the energy market. Each member state needs to transpose the common principle of an EU Directive
into national law for detailed implementation in their countries. Article 17 of EU Directive 2019/944 also
outlines the Demand Response (DR) concept in which the regulatory framework should be a transpar-
ent, non-discriminatory, and fair rule for market participants including the independent aggregator. This
EU Directive opens up new business services for independent aggregators. Furthermore, Article 16 also
defines the citizen energy communities and renewable energy communities in which aggregators could
play a role for new business services. Small residential customers are hindered from participating in
the energy market themselves due to high technical and market requirements that an aggregator could
support.

Status of explicit Demand Response and Independent Aggregators
across the EU Member States in 2021

- IA of small end-users active
- IA recognized at least in primary legislation

ExDR available to small end-users

Selected examples for this discussion paper

Figure 2: Status of explicit Demand Response (ExDR) and Independent Aggregators (IA) across the
EU Member States in 2021 by Joint Research Center (JRC) [1], extended with labels for the
countries, which are investigated in this discussion paper.

A study of JRC has shown the current status of Article 17 transposition of EU Directive 2019/944 and the
adoption of an independent aggregator in each member state [1]. Figure 2 shows independent aggrega-
tors implementation and Explicit Demand Response (ExDR) in the EU member states. It was found that
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22 of the 26 member states (light blue) already have demand response legislation in place but only 7
(dark blue colour) implemented independent aggregators of small end-users, who participate in at least
one market. The report identified that key enablers for demand response and independent aggregators
are regulatory framework, fair and transparent market mechanisms, technical preconditions, business
case’s viability, advanced smart meter rollout, and awareness of the end-users.

To provide a deeper insight, five examples, which are Germany, the Netherlands, Sweden, France, and
Spain, will be presented. The selected countries are examined based on the questionnaire conducted
in this study and additional desk research for aggregator policy transposition development.

Germany

To date, Germany has not yet fully transposed the EU Directive 2019/944 to national law [1]. There
are two major laws that are relevant for aggregators and DERs: Energy Industry Act (EnWG), and
Renewable Energy Resource Act (EEG). Moreover, the two regulation authorities Federal Office for
Information Security and the Federal Network Agency define the regulatory framework. The Federal
Office for Information Security specifies the smart meter gateway and considers that actors, such as ag-
gregators, aim to access the active customer’s flexibility as so-called External Market Participant (EMP).
The EMP can either read metering values (being passive) or access the controllable local system in the
customer premise (being active). Moreover, this regulation authority determines what belongs to the
critical infrastructure and therefore are subject to specific Information Technology (IT) requirements.

Existing German laws and regulations allow aggregators to play a role in the energy market but this
could be expanded with active policy and wide adoption of smart meters in which aggregators can gain
access to small customers and DERs units [10, 1]. Current implementations show aggregators partici-
pating in wholesale and balancing markets as well as their involvement in congestion management [13].
Aggregators, who are qualified in Germany, are able to operate their portfolio with the aim of participating
in the German wholesale electricity market. The German wholesale market for electricity is a so-called
energy-only market, where only energy but not capacity is traded. Aggregators can help their customers
to overcome market entry barriers by providing services to optimize their portfolio with a financial incen-
tive and managing risks that incorporate dynamic prices. Both, day-ahead and intraday spot markets
are in the scope of several aggregators in Germany [12].

Besides energy markets, aggregators in Germany are allowed to provide ancillary services and are
involved in congestion management. According to EnNWG §13 and §14, power system operators are
obliged to ensure the security and reliability of their network [15]. A recent regulation called "Redis-
patch 2.0" stimulates involvement from the distribution level for congestion management with the in-
volvement of aggregators to support DSOs. In EnNWG, Germany justifies in §13a that all generation
units and storage systems with a nominal power of more than 100 kW or systems that can be remotely
controlled by a network operator have to participate in congestion management. Moreover, several ag-
gregators in Germany provide their service in the balancing market.

Recently, the German Bundestag passed the law on the Metering Point Operation Act (MsbG) amend-
ment to restart the digitization of the energy transition (GNDEW) to accelerate the Smart Meter Gate-
way (SMGW) rollout. It is expected that 95% of all metering points that exceed a certain threshold
(e.g. yearly consumption >6.000 kWh or a power plant with a peak power of >7 kW) must be equipped
with SMGW by 2032 [16]. The amendment law also specifies lowering the bureaucracy processes and
reducing the metering fee for small consumers and plants to a maximum of 20 EUR per year if the con-
sumption is lower than 10.000 kWh per year or the power plant has a nominal power lower than 15 kW.
The roadmap to roll out SMGW could accelerate the number of active customers and new energy ser-
vices offered by aggregators in the future.
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The Netherlands

In the Netherlands, smart meter adoption and independent aggregator services are moderate. An ex-
isting Dutch Electricity Act 1998 “Gaswet and Elektriciteitswet” does not define the aggregator role but
the ongoing development of the new law “nieuwe Energiewelt 1.0” could enhance aggregator roles. It is
expected that if a net metering scheme will be phased out by 2025, aggregators could offer alternative
solutions for the prosumers [17]. Several IT platforms are being developed by DSO and TSO to integrate
aggregators into their business services. Currently, there are initiatives for aggregating flexibility from
DERs which are supported by TSOs and DSOs such as Energiekoplopers, GOPACS platform [18, 19].
The GOPACS platform is a flexible platform in the Netherlands owned by TSO TenneT and DSOs [20].
In addition, a number of electric vehicles and charging stations are prominent in the Dutch electric-
ity network which makes aggregator business more attractive for managing congestion by using these
potentials [6, 21].

Sweden

A study [1] shows that Sweden has the highest rate of smart meter rollout in the EU. However, an
independent aggregator role is still moderate, because all practical details regarding the aggregator’s
participation in electricity markets is yet to be determined. For example, the question regarding who in
the end shall pay for potential imbalances in connection points, where the aggregator is not the balanc-
ing responsible party, is not yet defined. Suggestions for solutions exist, but discussions are ongoing.
According to the Electricity Market Directive, Sweden would need to introduce a regulatory framework
for independent aggregators no later than 18 months after the Electricity Market Directive was decided
in June 2019. The Energy Market Inspectorate (Ei) was commissioned by the government to analyze
how the directive should be implemented in Swedish legislation. In a new report in February 2021, Ei
submitted proposals to the government on how the EU’s rules on independent aggregation can be im-
plemented in Sweden in accordance with NordREG’s proposal. Ei further assesses and recommends
that the Electricity Act needs to be adapted to enable a model for harmonizing Nordic and European
markets for aggregating different types of sources considering connection point and financial compen-
sations between parties for the imbalances [22]. Participation of independent aggregators in the energy
market is expected to be implemented in the near future.

France

France has a national regulation so-called Code de I'énergie” for independent aggregators in particular
a demand response independent aggregator has been in place in France since 2013 [1]. Regulations
in France enable aggregators to access all markets such as Frequency Containment Reserve (FCR),
Manual Frequency Restoration Reserve (mFRR), Automatic Frequency Restoration Reserve (aFRR),
wholesale, and capacity markets [23, 24]. High peak demand is crucial in France because the demand
is temperature-sensitive especially in the cold months e.g., November, January and February [25]. De-
mand response is one of the effective measures for load shedding, which France is one of the most ad-
vanced in Europe for developing regulations and infrastructure including smart meter adoption to support
demand response implementation [26]. A Block Exchange Notification of Demand Response (NEBEF)
is a mechanism that regulates and standardizes coordination between demand response aggregators
and suppliers for load reduction without having consent from the suppliers [27, 24, 1].

Flexibility from DERs at the distribution level is promising and could be utilized for congestion manage-
ment. It should be noted that demand response flexibility in France is in the trial stage in which the past
several trial results were disappointing [23, 28]. This is mainly because of unattractive business profit
compared to the well-known capacity remuneration mechanism for TSO markets. In addition, the tender
design with specific and non-divisible flexibility product, as well as price cap, are considered as the main
barriers [28]. As a result, ENEDIS, a DSO responsible for 95% of distribution networks in France, further
investigated R&D projects and suggested two use cases for utilizing local flexibility beneficially which are
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1) flexibility to facilitate the connection of customers and promote the integration of renewable energy
into the grid, and 2) optimise planning and operation of the distribution grid by deploying flexibility [29].

Spain

The Real Decreto Ley 23/2020 introduced an independent aggregator framework in the Spanish Market
but yet the secondary law is expected in place in the near future. Recently, the government approved
a decree for innovation in the electricity sector which also aims at promoting pilot projects and sand-
boxes involving aggregation [30]. The current law allows prosumers to supply balancing services but
only via suppliers in the energy market. Independent aggregators cannot participate in balancing the
market yet. The aggregator business model could be greatly derived from value stacking by providing
multiple services. Small customers still face market barriers compared to large customers [1]. Flexibility
and demand-side provision for congestion management are not currently established which can limit the
profitability of aggregators in Spain. Besides regulation, technical challenges exist for data access from
the advanced metering infrastructure that must be standardized, secure, and interoperable. This de-
mands new infrastructures for realization in practice. Reducing the complexity of procedures, ensuring
data privacy, and enabling freedom of choice could encourage customer engagement to participate in
aggregating services.
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3 The Role of an Aggregator

An aggregator is seen as an intermediary between other electricity market players. Figure 3 visualises
how aggregators are placed among active customers and market players. The contribution of aggrega-
tors depends on the services between aggregators and their customers. Aggregators are not limited to
only one service per customer but rather have the opportunity to offer multiple services to several energy
market participants, which may include other aggregators. Accordingly, aggregators could have more
than one business model for different services and customers, which must not violate the conflict of in-
terest for their customers to create an imbalanced energy market on purpose i.e. energy price arbitrage.

In this section, the added value of the aggregator is examined based on the interaction between the
aggregator and main market participants, i.e. TSO, DSO, BRP, and customer. The main function of
aggregator roles can be seen as bundling of services such as aggregating flexibilities, providing au-
tomation, participating in energy markets, and managing risks [12, 31, 32]. For example, an aggregator
provides demand response services with attractive incentives to active customers and offers aggregated

flexibility to other market participants.
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Figure 3: By remunerating the flexibility of the active customer, an aggregator can offer services to the
TSO, DSO, BRP, or to other active customers (Figure adopted from [33]).
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3.1 Transmission System Operators Perspective

A TSO is mainly responsible for transporting energy at the national and/or regional levels while main-
taining the security and stability of the power system. The responsibility of the TSO covers constraint
management, adequacy, and balancing, as shown in Figure 3. Aggregators, who offer Ancillary Ser-
vice (AS) to TSOs, can help grid operation using market solutions, i.e. by participating in the balancing
market. There exist not only market-based solutions for AS but also predefined agreements. In both
cases, aggregators can offer AS to TSOs (and DSOs) via bilateral contracts or in the energy mar-
ket [8, 34].

High DERs penetration could pose constraint management challenges to TSOs, where aggregators
could assist. An aggregator can provide AS such as providing flexibility to mitigate congestions at the
transmission grid. Simultaneously, with more DERSs in the distribution grid and fewer bulk generation
units at the transmission grid, TSO-DSO coordination is indispensable for TSOs, especially for redis-
patch. Besides, controlled islanding and restoration rely on TSOs responsibility.

To guarantee long-term system adequacy, TSOs aims for strategic reserves, capacity payment, and ca-
pacity markets. Long-term strategic reserves are requested by an authority and are not participating in
the energy markets as long as they are not activated by a TSO [33]. Besides, capacity payments and
capacity markets exist, which differ in that the capacity payments seek liquidity on the supply side while
capacity markets focus more on clearing the expected demand [33]. Thus, aggregators, who aim for
long-term service, could assist TSOs in fulfilling their system adequacy responsibilities.

To maintain power system stability, the TSO procures flexibility at the balancing market, in which ag-
gregators can participate. The balancing market differentiates between FCR, aFRR, mFRR, and Re-
placement Reserve (RR) for mitigating frequency deviations. Depending on the resources in their port-
folio, aggregators can qualify for one or more of these services. An example in Germany shows that
aggregators provide all three balancing reserve services (e.g. they aggregate resources from BESS
to provide FCR [9]). Accordingly, aggregators can compete with other market participants in bidding
in the balancing market to obtain profit [10]. Thus, aggregators in the balancing market result in more
competition for providing balancing services.

3.2 Distribution System Operator Perspective

Compared to TSOs, DSOs distributes energy at a regional level, taking into account grid constraints.
The penetration of DERs in MV and LV networks necessitates DSOs to play a role in constraint manage-
ment, too. This creates existing and emerging service demands not only for TSOs but also for DSOs.
Thus, by aggregating flexibilities from DERs at any voltage level, the aggregator can provide services to
both DSOs and TSOs.

The aggregator’s involvement in operational planning and operational management facilitates an en-
hanced constraint management for the DSOs. Thus and as outlined for the TSO, DSOs have to cope
with voltage control, grid capacity management, congestion management, and islanding. At the same
time, new service opportunities are emerging with the progressive development of DERs [35]. For ex-
ample, aggregators may also provide voltage control from BESS and rooftop PVs to DSOs. Aggregators
cannot only support operational management but also operational planning (e.g. by load and feed-in
forecasts). Moreover, flexibility markets could incentivise DSOs to reduce grid reinforcement invest-
ments [13]. Without a market-based approach, the aggregator could also act as a service provider
by offering access to the Virtual Power Plants (VPPs) and therefore facilitates DSOs to have control
opportunities for constraint management (e.g. adapting reactive power).
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3.3 Balancing Responsible Party Perspective

BRP is financially responsible for its portfolio imbalance settlement of access points called the balancing
group. Each balancing group is assigned to a control area of a TSO, who monitors the frequency as
an indicator for the electricity balance and thus for system stability. For maintaining this stability, a BRP
is responsible for having a balanced balancing group in the control area of the TSO. A BRP forwards
the forecasts for a balanced group and in the event of a measured imbalance that causes frequency
deviations, the TSO has to take all measures to maintain the power system’s stability. If a BRP causes
the imbalance, the TSO charges them or vice versa reimburses if it counters the frequency deviation.
Being charged by a TSO for imbalances is an effect of forecast errors or other short-term effects. It
has to be noticed that the aggregator can take up the role of a BRP, which will be discussed in the next
section.

BRPs are legally bound to have a well-balanced balancing group by buying/selling all necessary energy
at the energy market. Depending on the resources within a balancing group, a BRPs either sells or buys
energy at the wholesale market. Therefore, aggregators can participate by offering flexibility and energy
from their VPP. Consequently, the possible services where the aggregator can assist are day-ahead
optimisation, intraday optimisation, self/passive balancing, and generation optimisation as depicted in
Figure 3.

The adequacy of the system has already been outlined from the TSO perspective but also BRPs can
target system adequacy services. To maintain a balanced portfolio in their balancing group, BRPs
not only procure or sell energy on markets, such as day-ahead markets but also hedging is another
opportunity to optimise their portfolio via over-the-counter contracts or futures exchanges [33]. Hedging
mitigates price risks in the energy market, which occur i.e. when energy scarcity results in high prices.
Aggregator could provide flexibility to BRPs by activating flexibility at a specific price level [33].

3.4 Customer Perspective

Passive customer is currently the majority energy customer type that has a great flexibility potential,
which could be offered by an aggregator, if they can be encouraged to become an active customer.
European Commission defines an active customer as “a final customer, or a group of jointly acting final
customers, who consumes or stores electricity generated within its premises located within confined
boundaries or, where permitted by a Member State, within other premises, or who sells self-generated
electricity or participates in flexibility or energy efficiency schemes, provided that those activities do not
constitute its primary commercial or professional activity” [2]. Each country should transpose and design
policy instruments to support aggregator services as well as enhance customer engagement to increase
the economy of scale.

Currently, customers have limitations in selling their flexibility due to the absence of regulatory frame-
works and the underdevelopment of technologies. Technological advancements enable information ex-
change between customers and other market participants. Aggregators can offer services from down-
stream to upstream networks such as providing automation solutions, managing customers’ portfolios,
controlling customers’ DERs, and selling flexibility to the market. These emerging new energy ser-
vices could be achieved if data from smart meters can be accessed and interfaced with other market
participant solutions. A regulatory framework and standards are required for interoperable connections
between aggregators and also enhance customers’ freedom of choice for switching aggregators. Market
rules and regulation bodies can ensure transparency and fair competitiveness among aggregators.

Successful energy services to a customer do not only require technology but also an understanding of
the customer’s need. Customer behaviour interlinks with several factors such as background, knowl-
edge, social norms, and individual preference. An aggregator can encourage passive customers to
become active customers by providing expertise in managing their energy portfolio by considering soci-
etal factors such as dynamic pricing via demand response program [36, 37].
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4 Aggregator Coordination in Digitalised Power Systems

The previous section places the aggregator role in the perspectives of the TSO, DSO, BRPs, and the
customer, while highlighting the importance of a digitalised power system. The integration of renewable
energies is one of the accelerators for the implementation of digital technologies in power systems [38].
The ongoing digitalisation of the power system facilitates the implementation of smart grids and therefore
enables aggregators to provide the described services from the previous section. This section introduces
the aggregator implementation model and moreover the SGAM. Afterwards, the role of aggregators can
be placed in the context of flexibility coordination with TSOs, DSOs, the active customer, and other
aggregators.

4.1 Aggregator’s Interaction with Supplier & Balance Responsible Parties

From the energy market perspective, the aggregator’s roles can be differentiated by the interaction with
the energy supplier and BRP [7, 8, 11, 10, 33]. Figure 4 depicts the aggregator implementation model
retrieved from Bignucolo et al. [8], which also refers to the differentiation between independent aggrega-
tor and integrated aggregator.

Aggregator implementation

supplying
energy?

Integrated
aggregator

Independent
aggregator

number of
BRPs

selling
flex. at own
risk?

no

Aggregator Contractual Delegated Aggregator as
Supplier aggregator  aggregator a service provider

Figure 4: Aggregator implementation models [8].

The integrated aggregator takes on the role of the supplier and moreover is responsible as the flexibility
contractor for the active customer [8]. Accordingly and as the main characteristic, this case would not
require a financial settlement with an external energy supplier. It has to be acknowledged, that further
distinctions can be made if the aggregator supplier is either responsible as the BRP or not [10, 33]. In
the context of this work, however, this implementation model is not further differentiated. The aggregator
supplier implementation leads to a one-stop service for the active customer.
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Compared to the integrated aggregator, the independent aggregator is not affiliated with the supplier’s
role. Their interaction with the role BRP and the risk allocation results in three different implementation
models. If the aggregator has to assign its own BRP, while the supplier remains its own BRP, the
bilateral contract between those leads to the model contractual aggregator. Financial settlements and
imbalances, which emerge based on flexibility activation, require information exchanges between both
BRPs. However, if the aggregator does not have its own BRP, the aggregator is defined as a delegated
aggregator and the supplier is the only BRP, whereby arrangements between both are made. In this
case, the aggregator still sells the flexibility at its own risk. Compared to that, the aggregator as a service
provider is neither responsible for the energy supply nor for the flexibility trading, and does not take on
the role of a balance-responsible party. Instead, the aggregator as a service provider purely offers
access to flexibility. An active customer can select different independent aggregators for their resources.

4.2 Smart Grid Architecture Model (SGAM)

To depict the aggregator coordination in the smart grid context, the different approaches can be visual-
ized by the so-called SGAM. SGAM was developed under the EC M/490 Standardization Mandate to
European Standardization Organization (ESO) [39]. "The SGAM subsumes different perspectives and
methodologies regarding the development and conceptualisation of the Smart Grid [40]. Figure 5 illus-
trates the SGAM which consists of planes and interoperability layers, that are described below.

Business Objectives
Polit. / Regulat.. Framework

Business
Layer
Function
o Layer
2
©
-}
E Information
5 Layer . DaaM
g Data Modv
3
o -
£| Communication
= Layer Protocol Market
l Enterprise
Component Operation
Layer

Station

. Zones
Field

TransmissiorN

Distribution

Process

Domains Customer
Premises

Figure 5: Smart Grid Architecture Model [39].
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An SGAM plane spans over the domains and zones of a smart grid system. A domain can be cate-
gorized into Generation, Transmission, Distribution, DER, and Customer Premises. Generation covers
generation units that are directly connected to the transmission grid such as conventional power plants
or large wind farms. Electrical grid infrastructure is divided into Transmission and Distribution systems.
Decentralized energy resources connected to the distribution grid such as small wind, solar farms, and
biomass power plants are located in the domain DER. Customer Premises include commercial, indus-
trial, and home facilities e.g. photovoltaic, electric vehicles, and storage systems. Compared to domains,
zones are categorized into Process, Field, Station, Operation, Enterprise and Market. The zones from
Process to Operation are derived from the automation pyramid. Additionally, the zone Enterprise in-
cludes among others processes and services for companies, while energy markets are located in the
zone Market.

Five SGAM planes aim to obtain interoperability in smart grid systems. Here, the Component Layer
represents involved components such as field devices, servers, energy management systems, charging
stations, or electric vehicles. On top of the Component Layer, the Communication Layer illustrates
the used protocols for the communication between the systems e.g. a charge point operator can use
the open charge point protocol for the communication with electric vehicle supply equipment. Besides
defining the protocol, the exchanged data is defined in Information Layer. The Function Layer depicts
functions, services, and their relations from an architectural view [40]. For instance, a charging process
will have interactions between the charging point operator and the corresponding electric vehicle user.
As the top layer, the Business Layer presents among others regulatory and economic structures and
policies, business models, and business portfolios as well as business capabilities [40].

4.3 Flexibility Coordination among Aggregator, TSO and DSO

The coordination of power system operators i.e. TSO and DSO can also take into account possible
flexibility coordination approaches with aggregators. Although local small flexibilities could be seen as
low significance for the TSO at the transmission grid, an aggregator can help TSO (i.e. for congestion
management) at lower voltage levels by coordinating the energy supply and demand of its aggregated
resources. For this reason, the increasing number of DERs in grid areas of DSOs demand TSO-DSO in-
teraction [41]. Silva et al. [42] present four grid operator coordination approaches, which are transferred
to the SGAM as part of this work. Moreover, the aggregator and active customer will be placed in the
coordination processes. Figures 6a-6d show the function layer of these four coordination approaches
along with an aggregator, who is located in the domain DER, as an intermediary between TSO, DSO,
and the active customer.

All coordination approaches represent an aggregator providing services from flexibility procurement over
flexibility management to participation in different forms of flexibility markets (global and local). DERs,
who are not affiliated directly to the domain of customer premise, can be part of the flexibility portfolio of
an aggregator, but will not be depicted for simplicity. Likewise, a meter operator is not depicted, too. In-
stead, the scope focuses on DERs and flexibilities from customers premises, such as controllable loads,
Home Energy Management System (HEMS), Building Energy Management System (BEMS), BESS, PV
and EV.

The first coordination setup (M1) consists of a centralized flexibility market in which the TSO procures
the available flexibility. An aggregator can offer their aggregated flexibilities from active customer to the
TSO by fulfilling existing regulatory and market rules at the transmission grid level i.e. minimum bidding
capacity or certificates. Silva et al. acknowledge that the DSO could conduct a pre-qualification process
or a validation before flexibility activation, as shown in the light grey box in the distribution domain of the
SGAM function layer. However, this coordination approach does not consider DSO constraints on the
market level and therefore assumes no physical limitations.

The second model (M2) presents both a local and a global flexibility market in which resources are
shared between DSOs and TSOs. In this coordination, the flexibilities are offered at the local DSO
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Figure 6: Function Layer of four Basic TSO-DSO Coordination Mechanisms based on Silva et al. [42]
(Pre-qualification process and other participants are not displayed).

market. Thus, the DSO procures the flexibility for its own demands, while the remaining flexibilities are
offered at TSO market(s), in which the TSO perform their resource selection. Accordingly, the TSO has
direct access to the bids for its own optimization. As described for M1, a validation by the DSO may be
included in this coordination approach as well.

The third model (M3) depicts shared responsibility between the DSO and TSO. This coordination follows

a similar idea of M2 but rather focuses on predefined agreements between the DSO and TSO at the con-
nection points between both grid operators. The DSO selects resources on a local market for their own
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demands and agreed flexibility profiles. The same as in M2, activated flexibilities may be coordinated
between both grid operators to avoid imbalances in the power system.

The last coordination approach (M4) presents a common TSO-DSO flexibility market. This can be done
by the DSO and TSO selecting their resources, which can lead to different levels of complexity. Con-
straints and location information should be incorporated into the selection process e.g. for congestion
management. An aggregator can offer flexibility from active customers using their aggregating system
to this common flexibility platform.

Coordination approaches between aggregators and other market participants follow the market design
and regulatory framework, but the implementation requires a digitalised power system. ICT can improve
the reliability of existing systems and can provide interoperability for connecting new systems. Flexi-
ble and modular system architectures are recommended for scaling and interfacing different solutions
provided by each market participant. Research and development projects are necessary to overcome
technical challenges for effective coordination between market participants and market designs.

4.4 Aggregators Facilitate Active Customers to Provide Flexibilities

Section 3.4 presented how aggregators create added value to active customers by enabling services
and incentivising their flexibility provision. This section will focus on how aggregators can activate flex-
ibilities in the grid area of a DSO. The increasing number of DERs in the distribution grid leads to the
demand of DSOs to either activate flexibilities for its own purposes or to monitor the activation by an
aggregator to prevent congestions. Therefore both require access to the flexibility of active customers.
A technical challenge does not only deal with the complexity of managing energy supply and demand
including behind-the-meter components but also integrating proprietary soft- and/or hardware solutions.
This section describes different approaches for accessing the active customer’s flexibility while consid-
ering the DSO during operational planning and management.

The active customer’s flexibilities and their interactions can be managed according to the active cus-
tomer’s preferences. However, it creates different behind-the-meter configurations and moreover leads
to different optimisation of resources. To tackle the complexity of behind-the-meter configurations, the
DSO can either limit maximum feed-in or consumption of a DER or of the customer’s digital grid con-
nection point. The latter relies on an Energy Management System (EMS) in the customer premises that
receives digital limitations of the physical connection point from the DSO i.e. an active customer only
draws or injects a certain share below the physical maximum. Thus, the way how these limitations are
realised can be configured by the active customers in the EMS according to their needs.

Depicted in Figures 7a-7d, four SGAM component layers visualise how an aggregator can have access
to flexibilities, taking into account the DSO. These four layers show how coordination can be carried out
either by the aggregator, the DSO, the meter operator or by the active customer’s EMS. All depicted
configurations assume an available smart meter infrastructure at the customer premise. However, for
the sake of simplicity, some actors and the corresponding systems of meter operator are excluded in
Figures 7a-7d.

In the first configuration 7a, aggregators have access directly to the resources via proprietary inter-
faces, which would require a direct information exchange on the operation and enterprise level with the
DSO. The DSO has no direct access to the controllable device and therefore requires an interface to
the aggregator as shown in Figure 7a. An analysis of different existing aggregators by Poplavskaya et
al. [13] pointed out that "Over 85% of the analyzed aggregators use proprietary soft- and/or hardware
for VPP operation [...], with 73% of the companies offering it as a white-label solution to other market
participants". Moreover, 54% of the analysed aggregators offer platform solutions to utilities and system
operators. Aggregator business models exist, which rely on proprietary solutions that have no interface
to the DSO. However, utilizing DERs potential for mitigating critical grid states is not possible if a DSO
has neither direct control access to the resources nor indirectly via an aggregator platform. Thus, this
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Figure 7: Four coordination approaches on how aggregator and DSO can integrate and coordinate the
active customer’s flexibility provision. The most relevant control signals are highlighted in
orange. Grey connections are necessary to control, monitor or maintain the flexibility but are
not in the foreground for the coordination. For simplicity, the meter operator is visualised purely
as a role without the corresponding systems that are necessary for the meter operation.

configuration relies on an interface between the aggregator and DSO in the enterprise/operational zone.

In configuration 7b, only the DSO has access to the flexibilities of the active customer to maintain grid
constraints, while an aggregator can send control requests to the DSO. In this configuration, an aggre-
gator has no direct access to the active customer’s resources, instead the aggregator forwards control
requests to the DSO if they demand flexibilities. After positive validation, the control request will be
executed by the DSO. For this coordination approach, the control request has to be forwarded by a
DSO, otherwise, the aggregator requires to have access to the flexibilities. This coordination approach
ensures that the DSO retains sovereignty of the grid and does not require the aggregator to build up a
connection to the active customer. A similar approach can be found in literature [43].

The third configuration (Fig. 7c) relies on a smart meter infrastructure that facilitates multiple actors to
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have access via a gateway, while the DSO retains the highest control priority. Using a gateway, which is
operated by a meter operator, who administrates the access to the flexibilities, requires less interaction
between the DSO and aggregator. In this case, the DSO could have the opportunity to set up limited
access in critical grid states. As a result, the access by an aggregator depends on the grid status. As
mentioned, the meter operator is depicted in a simplified representation without the corresponding sys-
tems necessary to realise this approach.

The fourth configuration illustrates the DSO accessing the flexibilities through the smart meter gateway
while the aggregator maintains its proprietary solution. Compared to configuration 7b, the aggrega-
tor in configuration 7d does not only have access to obtaining measurement data of VPPs, but control
signals can be forwarded. Moreover, the interaction between the DSO and aggregator takes place at
the resources within the customer premises. The DSO uses the available gateway to intervene in the
operation via EMS or at the interface of the flexibilities directly. As in configuration 7c, the DSO in config-
uration 7d retains a higher priority which has to be implemented at the flexibilities of the active customer.
If the DSO has no access, an intervention in critical grid states cannot be realised.

Depending on the coordination approach, extensive and sensitive data exchange could be expected
between active customers and other market participants. The exchanged data could contain informa-
tion about the active customer, which could give insights into their daily lifestyle which leads to privacy
concerns e.g. current location of the vehicle, and energy consumption profiles. However, this informa-
tion could be essential for the VPP operation. Through a smart meter, the DSO can monitor energy
consumption, generation, and grid status. Regulation for data privacy and cybersecurity can enhance
trust between aggregators and other market participants. In addition, many R&D projects are mainly fo-
cusing on the cybersecurity of systems, connections, and components, however, cybersecurity research
on human, organization, and societal security is still low [44]. Researches on improving interoperability
and technical cybersecurity perspective are important but non-technical cybersecurity should not be ne-
glected.

4.5 Aggregators Enable Energy Communities

The Clean Energy for All European package, adopted in 2019, has promoted the energy communities
concept [14]. In addition, the EU Directive 2019/944 also defines a citizen energy community as a legal
entity that:

(a) is based on voluntary and open participation and is effectively controlled by members or share-
holders that are natural persons, local authorities, including municipalities, or small enterprises;

(b) has for its primary purpose to provide environmental, economic, or social community benefits to its
members or shareholders or to the local areas where it operates rather than to generate financial
profits; and

(c) may engage in generation, including from renewable sources, distribution, supply, consumption,
aggregation, energy storage, energy efficiency services or charging services for electric vehicles
or provide other energy services to its members or shareholders;

The EU legislation allows European citizens to participate in energy markets by aggregating their energy
resources including renewable energy resources as well as energy demand and flexibility from DERs
which could be traded or provided to other members. The EU Directive 2019/944 also specifies that
citizen energy communities can provide their flexibilities through a demand response program [2]. How-
ever, the legislation points out that the citizen energy community is primarily for local environmental,
economic, and societal value rather than generating private financial benefits. The aggregator can ag-
gregate their energy resources and utilize them for community members or shareholders which can be
within the same energy community or between energy communities. From this perspective, aggregators
could play a role in enhancing energy community and Peer-to-Peer (P2P) deployment. For example,
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an energy community can also offer trading services among their product’s users and at balancing
market [45, 46]. This section presents possible coordination between aggregators and other market
participants to enable P2P and Aggregator-to-Aggregator (A2A) implementations.
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(a) Peer-to-Peer (P2P) trading. (b) Over the Counter (OTC) trading.

Figure 8: Aggregator trading: Within energy communities (a) and among aggregator (b).

Figure 8a depicts both the local and global energy communities in which a single aggregator could bun-
dle customer A and customer B within the same community. Figure 8b presents A2A trading concept
in which an individual aggregator represents their active customer. Thus, A2A energy trading could be
realised. Moreover, in both cases, an aggregator can offer the remaining flexibility from their customers
to the energy market. Bilateral contracts between two or more aggregators are possible. Multi-agent
systems are an example where each aggregator can be represented as an agent for aggregating en-
ergy portfolios, optimizing, and trading energy with other market participants. An aggregator increases
system value by trading the prosumer’s flexibility to the energy market which benefits all stakeholders.

Several P2P energy trading platforms exist in which some platforms also use Artificial Intelligence (Al)
and blockchain technologies [47, 46]. Although, there is high-level legislation on P2P but still has not
yet been widely implemented due to clear market rules as well as customer acceptance [47]. A financial
value proposition is a main driver for customer participation but social awareness could support this
business concept sustainably [48, 46]. In addition, interoperable and secure communications between
P2P and other ICT platforms of market participants would enhance this business model in practice [46,
49].
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5 Challenges

This section summarises technical and non-technical challenges based on the conducted analysis and
literature review related to aggregators. The challenges addressed in this study are high-level infor-
mation that could be further researched to identify solutions to support aggregator roles and enhance
customer engagement for new energy services.

5.1 Technical Challenges
Challenge 1: Interoperability between aggregator and the grid operator coordination

Flexibilities from DERs lead to enhancing TSO-DSO coordination, but the role of aggregator and active
customer in the coordination is not negligible. The different approaches, which were demonstrated
in Chapter 4 outlined how coordination approaches can vary. In order to take advantage of what an
aggregator can provide to the power system, grid operators require interoperable connections to various
aggregators and/or active customers. With the increasing number of DERs in combination with the
amount of DSOs and TSOs across different countries, aggregators have to interface different actors and
systems aiming ideally plug and play solutions, otherwise implementation cost could lead to technical
barriers for the aggregator to enable flexibilities in grid areas of different DSOs and TSOs. By integrating
aggregator into the TSO-DSO coordination, policies should consider that conflicts of interests emerge,
when flexibilities are demanded oppositely (e.g. low energy price could lead to aggregator creating
incentives for a high demand, which could cause grid congestion for DSOs). This not only raises system
stability issues but also the question of which data is required to be exchanged between the actors.
Thus, standardisation can facilitate that aggregators can expect the same coordination process with
DSOs and TSOs. How to improve the interoperability of digital (ICT) systems in the (electric) energy
sector, can be found in another ISGAN discussion paper [50].

Challenge 2: Interoperability between aggregator and active customer

To enable flexible provision of active customers, aggregators require interfaces to the flexibilities as a
prerequisite. Proprietary solutions can hinder aggregators from interfacing resources, as implementa-
tion costs could exceed the value of available flexibility. Thus as outlined for challenge 1, plug-and-play
solutions will reduce technical barriers for aggregators that want to enable the active customer’s flex-
ibility provision in combination with services to other market participants. Currently, smart meters are
being widely deployed with controllable behind-the-meter resources. A secure and interoperable con-
nection between the aggregator, smart meter, and flexibilities could also enhance trust and willingness
to accept from the customers. This means the aggregator must follow regulations and standards for
connecting SMGW to ensure a secure and permitted connection. There are existing communication
technologies that are behind the meter, such as Modbus, MQTT, EEBUS, ZigBee, WiFi, Bluetooth, and
Z-Wave [51, 52]. The main challenge is how to enable freedom of choice to customers for switching
between aggregators regardless of solutions provided by the aggregators i.e. preventing vendor lock-in.

Challenge 3: Degree of automation

Technical knowledge on the customer premises cannot be assumed, where not only interoperability but
also automation will play a crucial role. Already during the initial phase of installation or commission-
ing of the flexibilities at the customer premises, technical barriers can emerge, such as interfacing the
controllable devices in the customer premises for providing access to the grid operator and aggrega-
tor. Moreover, before the operation, an active customer may set up their preferences and priorities, but
during operational planning and management of TSOs and DSOs, the aggregator can take over the
responsibilities for providing flexibilities (e.g. scheduling the resources). Moreover, automation mecha-
nisms can consider robust fallback options during communication failures. Automation can lack not only
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on the active customer premises but also in the TSO-DSO coordination. Unified and automated pro-
cesses for integrating the flexibilities into coordination can overcome this barrier because manual setup
processes could hinder aggregators from a cost-efficient integration. As previously mentioned, small
flexibilities on their own have less value, which leads to the concept of aggregating them into a VPP and
underlines the demand for scalability and automation.

Challenge 4: Implementation of the independent aggregator

To promote the full potential of aggregator implementations, national policies should support the imple-
mentation of independent aggregators and take technical challenges into consideration. The European
Commission’s Joint Research Centre argues that "If the integrated aggregator is enabled to access the
market without prior permission from the retailer, as the Directive foresees, this also supports competi-
tion on the electricity markets in which the customer should be allowed to have multiple contracts with
different market participants without one foreclosing the other." [1]. Thus, multiple aggregators could
exist behind the meter, which is not only from the market perspective but also from the TSO and DSO
aspect relevant. It could lead to advantages for the TSO-DSO coordination as more aggregators could
provide flexibility and at the same time increase the freedom of choice for the active customer. How-
ever, the coordination of flexibilities and the demanded control approaches are not yet established. To
enable the realisation of the independent aggregator, the ISGAN factsheet can guide how independent
aggregators can be implemented [53].

Challenge 5: Energy communities and aggregator to aggregator communication

The European Commission does not only promote independent aggregators but also energy communi-
ties, whereby aggregators can either operate energy communities or are part of them. However, local
flexibility markets with the participation of aggregators are not yet established. Aggregators can play
roles by providing services to market participants in energy markets and over-the-counter agreements
between aggregators. For example, a local energy community can incorporate the flexibilities of other
aggregators or communities and thus enable aggregator-to-aggregator communication. Interoperabil-
ity is crucial for software and hardware interfaces between aggregators’ solutions as well as with other
market participants. Local markets, energy communities, or aggregator-to-aggregator communication
raises the question of how TSOs and DSOs are involved in order to maintain grid stability.

Challenge 6: Cybersecurity preparedness

A high number of DERs increases complexities of coordination, but also has to cope with vulnerabilities
from cyber attacks. Cyber attacks involve from simple to sophisticated strategies, therefore, proactive
defence mechanism improvement and regular vulnerability monitoring are essential elements for aggre-
gator business models to increase trust and secure connections. Cybersecurity must be included in
the conceptual design of the aggregator’s solution e.g. vulnerability monitoring and associated cyberse-
curity countermeasures. There are available cybersecurity standards such as IEC 62443, IEC 62351,
ISO 27001 that are widely adopted in new solutions, existing operational devices should be able to be
upgraded and configured according to the standards. In addition, a European standard for communi-
cation and coordination between aggregators and other market participants could help as a guideline
for developing technical specifications. Then, aggregator should follow the cybersecurity standard for
providing secure services to their customers. Depending on the aggregator’s business vision, additional
cyber measures can be implemented to increase cyber protection including having cybersecurity offi-
cers to address proactive cyber measures. Building a cybersecurity culture in a company is essential
for cybersecurity awareness, especially for non-IT employees [54, 55, 56]. In addition, cyber information
sharing among market participants is essential to update best practices which requires building trust and
cooperation. R&D on cybersecurity are essential to address new regulations and requirements such as
security certificates and authentication for the aggregator.
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5.2 Non-Technical Challenges
Challenge 7: Societal factors for behaviour change and customer acceptance

Customer behaviour is a dynamic phenomenon, influenced by multiple factors such as social norms, self-
awareness, knowledge, incentives, and the type of data. A customer behaviour change can be driven by
any combination of these elements. Several research studies have been conducted to examine the im-
pact of social norms and data feedback on consumer behaviour changes in energy consumption. Social
norms refer to informal social rules or shared expectations within a specific group regarding appropriate
behaviour in certain situations. These norms develop energy practices that have the potential to facili-
tate consumer behaviour change and embrace the green energy community [57, 58, 59]. Additionally,
the appropriateness of energy consumption data can also play a role in inducing changes in consumer
behaviour [37, 60, 61]. Moreover, the appropriateness of energy consumption data has the potential to
stimulate changes in consumer behaviour such as the granularity of data, frequency of feedback, com-
petitive elements, and the content of the information provided.

Lessons learned from a smart meter deployment have shown misperception of new technologies from
the customers which may lead to opposition, particularly regarding privacy concerns [62, 63, 64, 65].
The lessons learned could be considered for designing new energy services. It is essential to investi-
gate customers’ willingness to adopt new technologies in order to address their perceptions and raise
awareness about the benefits of these new technologies. Demonstration projects, particularly living lab-
oratories, can address significant success factors and societal considerations necessary for successful
deployment. To facilitate new aggregator business models, governments can provide support through
initiatives like sandboxes or local energy community projects as well as collaborating with other market
participants during these demonstration activities.

Challenge 8: Data privacy and building trust

Enhancing trust with customers is an essential factor for new services [12]. As energy consumption
profiles have the potential to expose customers’ daily activities, data protection becomes imperative
for aggregator business models [32]. The ownership and management of customer data raise impor-
tant questions. In the European Union, the General Data Protection Regulation (GDPR) (2016/679) is a
mandatory law governing data protection and privacy in the EU and the European Economic Area (EEA).
Aggregator services must adhere to data protection regulations, ensuring transparency in the use of
customer data. This is particularly crucial for integrated aggregators who also provide energy supply to
prevent conflicts of interest.

Building trust is not solely limited to the relationship between aggregators and customers; it also extends
to fostering trust within the aggregator community. This involves sharing information on recent cyber
incidents, vulnerabilities, lessons learned, and best practices. A single negative incident can significantly
damage an aggregator’s reputation and have ripple effects on other aggregators in the market.

Challenge 9: Regulatory framework for increasing system value

A major driving factor behind a new business often revolves around private value by focusing on company
profits [66]. Policy and regulatory framework can foster system value which encompasses the economic
scale and social welfare benefits. Although the EU has established a policy that supports the role of
independent aggregators, each member is demanded to develop its regulatory framework accordingly.
Regulatory framework on aggregator can facilitate independent aggregator businesses of aggregator’s
businesses to achieve economies of scale. A study [10] indicates key factors to maintain aggregator’s
businesses such as active marketing strategy, adjustment of business model to national regulatory con-
text, creating multiple value streams, strategic partnership, and active participation in shaping policy.

A proactive regulatory framework can support fair competitiveness, transparency, and freedom of choice
for customers. A monopoly should be avoided to increase competitiveness and freedom of choice for
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the customers. Existing large market participants often have a well-known reputation among customers
compared to new entrants. Policies can ensure fair competition among all market participants regard-
less of their scale. Additionally, policy instruments can be employed to support new entrants by reducing
market barriers, such as lower fixed fees, network charges, and streamlined permit processes. It is
crucial to pay attention to any flaws in market rules to prevent the exploitation of price arbitrage oppor-
tunities by any market participants [66]. Regulatory sandboxes can enhance innovative technology that
has not yet complied with the existing regulatory requirements. This could help policymakers to under-
stand and foresee potential benefits, and risks as well as appropriate policy instruments to support the
implementation [67, 68].

Challenge 10: Enhancing knowledge building

The successful transition to a digitalised power system relies not only on the effective implementation of
intelligent technologies and innovative business models but skilled workforce with diverse backgrounds
and practical experience in multiple domains. Multidisciplinary education plays a vital role in the dig-
italised energy system transition and in supporting new business adoption. Therefore, improving ed-
ucation and training programs by incorporating comprehensive curricula that cover both technical and
non-technical knowledge is of utmost importance [44, 69].

It is imperative to regularly update education curricula and training programs to enhance the skilled
workforce and foster new business models. Given the multidisciplinary nature of the digitalised energy
system, students should acquire knowledge that spans multiple domains and understand their interde-
pendence in real-world contexts. Furthermore, the development of curricula should consider the indus-
try’s actual expectations and requirements to prepare the right skill sets for their career. Collaboration
with industry partners is crucial to provide students with valuable hands-on experiences and expedite
the development of innovative solutions. Real-life environment laboratories are essential in creating a
realistic environment where students and practitioners can simulate and explore practical and innovative
solutions.
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6 Conclusion

This work investigated how aggregators can improve the TSO-DSO-Customer coordination in a digi-
talised power system by analysing existing policies, their role, possible coordination approaches, and
addressing (non-)technical challenges. Local flexibilities are not yet fully utilized because active cus-
tomers face technical and non-technical challenges in marketing their flexibilities. The main motivation
for this discussion paper relies on the penetration of DERs, especially at LV and MV systems, that leads
to a high flexibility potential that grid operators and market participants can utilise for their operation.
Aggregators can enable these flexibilities as an intermediary by providing services to different power
system participants, such as BRP, TSO, DSO, and active customers. Thus, this work examined how
different coordination approaches can be realised with identified challenges that need to be addressed
for supporting and accelerating the development and implementation of aggregators in the TSO-DSO-
Customer coordination.

The role of aggregators in different TSO-DSO-Customer coordination approaches revealed technical
and non-technical challenges that may hinder aggregator implementation. From a high-level technical
analysis, interoperability can enable freedom of choice for active customers in selecting aggregators
and their services. Moreover, interoperability promotes the integration of aggregators in the TSO-DSO
coordination. The variety of aggregator implementation is not yet fully realised but raises questions on
automation, and a high need for interoperability and security. Thus, the limited implementation oppor-
tunities for aggregators were shown (e.g. acting as an independent aggregator is not fully established
yet). Furthermore, the lack of automation hinders aggregators from accessing the flexibility easily. Cy-
bersecurity is essential for providing services to the customer and ensuring their business services in
the long term.

In addition to the technical challenges, societal aspects should be considered for designing business
models and policy instruments for customer engagement toward consumer behaviour change such as
demand response with dynamic pricing. Ensuring trust is key for long-term engagement from active
customers. A need for skilled workforces demands education and training programs to update their cur-
ricula to support new business services towards the industry’s expectations in reality.

This work concludes, that the full potential of aggregators can help to coordinate the flexibilities and fa-
cilitate the active customer to market these. On the European level, the concepts of energy communities
and the independent aggregator strengthen the opportunities for active customers, which need to be
transposed to the national level. The advancement of smart grid technology and available policy frame-
work enables the full potential of aggregators in the power system. Policymakers should ensure that the
regulatory framework supports fair competitiveness, transparency, and freedom of choice for customers
toward system value as a whole. Moreover, innovative approaches can be tested in demonstration and
R&D projects which help to address the technical and non-technical challenges and support needed for
the real deployment.
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7 Appendix

INTERNATIONAL SMART GRID
ACTION NETWORK

o —

ISGAN Annex 6

Aggregator Roles in Digitalized Energy
Systems

Integrating prosumer and proactive consumers in the energy market requires an aggregator to
play a role in facilitating relevant services. An aggregator can provide services for energy
supply, energy demand (i.e. demand response), or both. Therefore, there is an increasing
need for a regulatory framework and ICT assistive solutions for better managing intermittent
renewable energy and raising awareness of consumer behavior change in energy
consumption. This discussion paper aims to address the existing aggregator models from
international best practices where the ICT solutions can enhance the coordination between
aggregators, TSOs, DSOs, and consumers.

Questionnaire

Please read through the paper table of content at the end of this document and respond to
the following questions and send back to jirapa.kamsamrong@offis.de by 29th July 2022.

Policy aspect

1. Do you have any regulatory framework for aggregator roles and services in your
country? If yes, please specify the country and share the detail with us i.e. link and
name of policy/law.

2. What are the challenges of the existing regulatory frameworks in your country that
could limit the aggregator's role in implementing effectively and fairly?
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3. What are the value propositions (from your perspective) of the aggregator roles for
power system operations and/or TSO-DSO coordination in terms of system planning,
control, and operations?

Technical aspect

4. What are the main technical challenges from your perspective for integrating
aggregator services into TSO-DSO coordination? (i.e. smart meter, a software
platform, interoperability, standard and protocol, etc)

5. From your perspective, what are the assistive ICT solutions that we need for
enhancing aggregator service?

Social Aspect

6. What are the challenges and key successes for enhancing consumer engagement
toward energy consumption behavior change through aggregator services?

7. From your perspective, what do we need to increase the competitiveness of all
aggregators in the market?
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Economic Aspect

8. From your perspective, what are the essential incentive schemes for wider adoptions
of aggregator services?

9. What are the business models that would benefit a local energy community? And
what are the challenges in implementing these business models?

Recommendation

10. What are the main messages that you think should be conveyed from this paper?

11. What do we need for R&D to improve the aggregator roles for TSO-DSO
coordination?

12. Please share other comments and any pilot projects or companies related to
aggregators in your country. For example local energy communities, demand
response, peer-to-peer trading, etc.

Any additional input to improve the paper are very much welcome and appreciated.

Thank you all very much for your cooperation.
ISGAN Annex 6: Dr.-Ing. Jirapa Kamsamrong, jirapa.kamsamrong@offis.de
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